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1
Decision/action requested

This contribution proposes answer to CT1 LS on Handling of SOR counter and the UE parameter update counter if stored in NVM.
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Rationale

This contribution provides an analysis of the problem described in CT1 LS on Handling of SOR counter and the UE parameter update counter if stored in NVM [1], and proposes a Reply LS to CT1. 

Handling in the USIM of the key KAUSF, the SoR counter, and UE parameter update counter. 

The handling in the USIM of the key KAUSF, the key KSEAF, the SoR counter, and UE parameter update counter is specified in TS 31.102 [2]. Those keys and counters are stored in the file named EF5GAUTHKEYS.

Service n°123 for the storage of the key KAUSF was specified in Rel-15, while the Service n°133 to store SoR counter and UE parameter update counter was introduced in Rel-16. Consequently, from Rel-16 and beyond, the clause 4.4.11.6 in TS 31.102 related to the file EF5GAUTHKEYS also covers the scenario where the Service n°133 may not be “available” in EFUST with the sole objective to ensure backward compatibility with Rel-15. In terms of services, the Service n°133 goes hand in hand with Service n°123 in USIM from Rel-16 and beyond to avoid synchronization issue, e.g. as described in the LS from CT1 [1].

When configuring Rel-16 and beyond USIM, if operator requests to have Service n°123 “available” in the EFUST, then the recommendation is to also have Service n°133 “available” in the EFUST. So, the problem described in LS from CT1 [1] should not take place on the field for USIM from Rel-16 and beyond. 

For Rel-15 USIM on the field with Service n°123 available, a way to solve the issue is to update by OTA (Over- The-Air) the USIM in order to make “available” the Service n°133 with associated counters in the file EF5GAUTHKEYS. This update of the Rel-15 USIM solves the issue without any impact on the ME. A USIM can be updated by OTA if it has been issued with the adequate OTA capabilities, which is the case for large majority of operators.  

Already proposed solutions
During previous SA3 meeting, 2 solutions were mentioned. This contribution provides comments to those solutions.

· C1-21230308-24501 [3]: the proposed solution, which sets to zero the counters in NVM, allows to replay previous SoR messages. So, this solution would introduce a security problem.
Example with SoR counter: 

· USIM in ME-1:  USIM is removed from ME-1 after power-off 

KAUSF-1 is stored in the USIM and SoR counter in the NVM of ME-1 equals 0x0050
· USIM in ME-2: new primary authentication is executed and when the USIM is removed from ME-2 at power-off 

KAUSF-2 is stored in the USIM and SoR counter in the NVM of ME-2 equals 0x0007

· USIM in ME-1: the USIM is reinserted in ME-1 and the ME is powered-on 

KAUSF-2 is stored in the USIM and SoR counter in the NVM of ME-1 equals 0x0050

With solution proposed in C1-230308 [3], the SoR counter in the NVM of ME-1 will be set to 0x0000, then the SoR messages already sent by the home network with SoR counters from 0x0000 to 0x0006 (when the USIM was in ME-2) could be replayed with ME-1. This creates a new security problem. 

· S3-232529 [4]: this solution would work with Rel-18 ME only, and has impacts on the ME.
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Detailed proposal

It is proposed that SA3 sends Reply LS to CT1 informing CT1 that SA3 considers that the problem described in the LS from CT1 does not require to define additional mechanism for the following reasons: 

· The problem described in LS from CT1 [1] should not happen on the field for USIM from Rel-16 and beyond. 
· For Rel-15 USIM on the field with Service n°123 “available”, it is recommended to update by OTA (Over- The-Air) the USIM in order to make “available” the Service n°133 with associated counters in the file EF5GAUTHKEYS, under conditions that the USIM has been issued with the required OTA capabilities for such an update. This update by OTA does not impact the ME. 
The corresponding Reply LS from SA3 to CT1 is provided in S3-234066. 

